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Agenda:

 Desafios com sistemas distribuidos

e« O que € Chaos Engineering

e Tipos de ataques

e Introducao ao AWS Fault Injection Simulator (FIS)
e Funcionalidades

« Casos de uso

e Workshop
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Desafios com
sistemas distribuidos
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Sistemas distribuidos sao complexos
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Testes tradicionais nao sao suficientes

BN

)

Teste de unidade
de componentes

Testado isoladamente
para garantir que a
funcao atende as
expectativas

TESTES = VERIFICACAO DE UMA CONDICAO CONHECIDA

305

Teste funcional
de integracoes

Cada path é testado
para garantir que os
resultados obtidos sao
0os esperados

)

Teste end to end

A jornada é testada
para garantir que os
resultados obtidos sao
os esperados
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Testes com Engenharia do Caos

© 2023 - Code Island Cloud - Florianopolis/SC

—

Testes com foco em garantir a
resiliéencia de sistemas distribuidos em

ambientes complexos.

~

~ 7
Codelsland

CLOUD



O que
nao e
chaos =
engine ;
ering?
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O quee
Engenharia do Caos?



Chaos Engineering é uma abordagem sistematica e disciplinada para a
experimentacao em sistemas distribuidos, com o objetivo de identificar e solucionar

problemas antes que eles se tornem interrupc¢oes inesperadas para o usuario final.

"O processo de realizar experimentos controlados em um sistema para aprender como
ele se comporta em condicoes de falha, de forma a identificar e corrigir problemas

antes que eles afetem o usuario final."

(Fonte: "Chaos Engineering: System Resiliency in Practice" de Casey Rosenthal e Nora Jones, publicado em 2020)

i a
Codelsland

CLOUD

© 2023 - Code Island Cloud - Florianopolis/SC




Melhorar a resiliéncia e o desempenho
Maior confianca na capacidade do sistema

Descubrir problemas ocultos
Melhoria da experiéncia do usuario final

Expor pontos cegos
Monitoramento, observabilidade e alarmes

Processo continuo de melhoria e
. aprendizado

R R®
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Fases da engenharia do caos
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Improve ’ Steady START

' state
Verify Hypothesis
A 4

experiment

~
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Alguns tipos de ataques

ATTACK TECHNICAL INITATIVES BUSINESS INITATIVES

Stresstesting

Validate autoscaling “  Prepare for peak traffic events
Validate monitoring and alerting @ Streamline cloud migrations
Validate resource quotas “  Cost optimization

Right-size infrastructure

RESOURCE

Prepare for memory leaks
and memory intensive workloads Prepare for peak traffic events

Right-size infrastructure ®  Streamline cloud migrations
Validate autoscaling Cost optimization

Prepare for a cloud migration

Right-size infrastructure
Test automatic processes and provisioning Cost optimization
Validate monitoring

Right-size infrastructure “  Prepare for peak traffic events
Test disk-heavy workloads @ Improve UX
Validate caches @ Streamline product launches

Codelsland




Alguns tipos de ataques

ATTACK

Ebook:

TECHNICAL INITATIVES

Validate redundancy and failover
Validate cluster integrity

Validate replication and failover
Validate cluster availability and integrity
Validate automatic restarts

Prepare for time-based events like DST, leap
years, and “end of epch” problems

Test TLS certificate expiration

Test clock sync between systems

BUSINESS INITATIVES

Maximize uptime

Maximize uptime

Security and compliance

Codelsland



Alguns tipos de ataques

ATTACK TECHNICAL INITATIVES BUSINESS INITATIVES

Test dependency failures Preparefor peak traffic

Validate cluster availability and load balancing Maximize uptime

Validate monitoring and alerting Feu;;ﬂ:f :I{::l:? nug't!'r and disaster

Test redundancy and fallover Streamline cloud migrations

NETWORK

Prepare for DNS outages Maximize uptime

Streamline cloud migrations

Optimize network performance @ Prepare for peak traffic events
Validate load balancing @ Improve UX

Validate timeout and retry thresholds @ Streamline cloud migrations
Test concurrency control

Test data throughput and integrity Preparefor peak iraffic events

Meet data integrity

Test graceful degradation and compliance requirements

Validate quality of service (QoS) Improve UX

Codelsland




Por que a engenharia do caos é dificil?

Dificil de reproduzir
eventos do “mundo real”
(multiplas falhas ao
mesmo tempo)

Agentes ou
bibliotecas
hecessarios para
comecar

. N\ ogr o .
Juntar diferentes A ’  Dificil garantir a
ferramentas e seguranca
scripts caseiros
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Pre requisito:

4 OBSERVABILIDADE

E fundamental ter uma observabilidade dos componentes para que a equipe possa avaliar os

resultados dos testes de caos e tomar acoes corretivas caso necessario.

A falta de observabilidade ira dificultar a deteccao de problemas e tornar a engenharia do caos menos

efetiva.

da
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- AWS Fault
f ) Injection
Simulator
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AWS Fault Injection Simulator

E . ] ﬁ
S5 S0 =y

Facil de comecar Condicoes de falha Barreiras de
a usar do mundo real protecao

j
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Facil de comecar
a usar

—1k

1

Nao ha necessidade de integrar varias ferramentas
e scripts caseiros ou instalar agentes

Use o Console de gerenciamento da AWS ou a AWS
CLI

Use modelos de experiéncia pré-existentes e
comece em minutos

Compartilhe facilmente com outras pessoas
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Condicoes de falha do
mundo real

Execute experimentos em sequéncia de eventos ou
em paralelo

Alvo todos os niveis do sistema (host, infraestrutura,
rede, etc.)

Falhas reais injetadas no nivel do painel de controle
do servico!

Codelsland



_'ﬁ Q Alarmes de “condicdes de parada”

:_lﬁﬁ @

C
l
C
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Integracao com Amazon CloudWatch

7 Rollbacks integrados

Barreiras de protecao

o—, Permissoes |IAM refinadas

i a
Codelsland

CLOUD
© 2023 - Code Island Cloud - Florianopolis/SC



AWS Fault Injection Simulator

AWS I|dentity and
Access Management

AWS Management
Console

=

AWS Command
Line Interface

&

AWS Fault Injection
Simulator

T

2

B

ﬂ

Experiment
template

FIS engine

- ®

Start experiment

®)

Stop experiment

E AWS resources

Compute Databases

o

Networking

o[

Storage

@ FIS safeguards

&

Amazon
EventBridge

O
iull
Amazon

CloudWatch
alarms
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Third party

Q

Monitoring
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Componentes
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Templates de

, Experimentos
experimentos
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sao as acoes de injecao de Falhas executadas durante
um experimento

aws:<service-name>:<action-type>

As acoes incluem:

e Tipo de falha
e Recursos direcionados
e Tempo relativo a quaisquer outras acoes

« Parametros especificos de falha, como duracao,
comportamento de reversao ou limites

D
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*actions®: {
"Stoplnstances”: {
‘actionld”: "aws:ec2:stop-instances”,
“parameters”: {
“startinstancesAfterDuration”: “PT2M"
}
“targets”: {
“Instances”: "Randominstances|InAZ"
}
},
"Wait": {
‘actionld®: * aws:fis:wait",
“parameters”: {
‘duration”: "PTIM",
},
"startAfter”: [
“Stoplnstances”

da
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Os alvos definem um ou mais recursos da AWS nos quais se
s pretende realizar uma acao

Os alvos incluem:

72
A\

e Tipo do recurso
Alvos ,
e IDs, tags e filtros dos recursos

e Modo de selecao (Ex: ALL, RANDOM)

~ 7
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“targets”: {

"RandominstancesInAZ": {
‘resourceType”: "aws:ec2:instance”,

“resourceTags”: f{
"Env": "test’

}s
"“filters" : |
{
‘path": "Placement.AvailabilityZone",
‘values": ["us.east.1a"]
I
{
‘path”: "State.Name",
‘values": ["running"]
},
{
“path": "Vpcld"®,
‘values": ["vpc-0123456789"]
}
]

"selectionMode”: "COUNT(2)"

© 2023 - Code Island Cloud - Florianépolis/SC
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Os templates de experimento definem um experimento e sao
usados na request de inicio do experimento

— Os templates de experimento incluem:

H e Acoes

e Alvos
Templates de e Condicoes de alarmes de parada
experimento e 1AM role

 Descricao

e Tags

~ 7
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Templates de experimento

Name

Description

IAM role

Stop conditions

Targets

Actions

© 2023 - Code Island Cloud - Florianopolis/SC

: "StopAndRestartRandomlinstance”
b
description': "Stop and Restart One Random Instance”,
‘roleArn’: "arn:aws:iam::0123456789:role/MyFIS5ExperimentRole”,

|
{
- "aws:cloudwatch:alarm",
: " "arn:aws:cloudwatch:us-east-1:0123456789:alarm:No_Traffic"
l
1,
“targets”: {

‘mylnstance”: {
“resourceTags”: {
"Env*: "test"®
b,
“resourceType”: “"aws:ec2:instance”,
"selectionMode” : "COUNT(1)"

I
b,
|
|
: "aws:ec2:stop-instances”,
. "stop the instances”,
|
: "true”,
: "PT2M",
b,
|
: "mylnstance”
I
} ~ 2~
}
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Templates de experimento

Experiment template A

Specific EC2 instances

Liidl 11111 Liiail

Experiment template B

Targets 1 F 1 F 3 F
i-aaaa i-bbbb i-cccc
Actions Action1 ——— Action2
O
Stop conditions L0 D
Amazon
CloudWatch alarm

N

Targets
All EC2 instances with
“chaos-ready” tag
Action 1
Actions

Action2 —— Action3

O O
0ol 0ol
Amazon CloudWatch
alarms

Stop conditions

~
Codelsland

CLOUD
© 2023 - Code Island Cloud - Florianopolis/SC



Os sao snapshots do modelo de experimento
A quando ele fFoi lancado pela primeira vez com algumas adicoes

|

| Os experimentos incluem:

H e Snapshot do experimento
L J

 Hora de criacao e inicio
Experiments e Status

e ID de execucao
e ID do template de experimento
e |AM role ARN

Codelsland



Injecoes de Falhas
suportadas

@ Server error (EC2)

@ Stop, reboot, and terminate instance(s) (EC2)

(¥) APIthrottling
@ Increased memory or CPU load (EC2)

@ Kill process (EC2)
@ Latency injection (EC2)
@ Container instance termination (ECS)

@ Increase memory or CPU consumption per task (ECS)
'@ Terminate nodes (EKS)

) Database stop, reboot, and failover (RDS)

D
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) Network disruption, EBS pause, e outros...
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Casos de uso

Jf @% 0ol

Experimentos Game days Experimentos
unicos periodicos automatizados

2~
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Experimentos automatizados

1l

Experimentos
agendados

OIS
acionados
por eventos

B}

Experimentos
de entrega
continua
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Workshop

Workshop Studio

Discover and participate in AWS workshops and
GameDays

L{ij Amazon EC2 l’:@ CloudWatch

pIod 2a) i
<E> Amazon RDS h_‘-&f} EventBridge

Fault injected Monitoring

AWS Fault Injection resources

Simulator
Create Experiment Start Experiment Stop Experiment View Results

Improve resiliency and
’ . Template

performance with Fault actions are injected Experiments stop View result of the
controlled experiments Define fault injection to AWS resources and automatically if all experiment to identify
actions, affected targets, metrics are monitored via actions are complete or any performance,
and safequards to be run CloudWatch or EventBridge an alarm or observability, or
during the chaos event is triggered resilience weaknesses
experiment
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Outras solucoes

®harness
G re m I i n gr?Sicr)\Seering

El_-l gg; Chaos Mesh

\Istio

~G— I
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Duvidas?

Obrigado!
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