Cloud Ops: Gestao Eficiente

da nuvem AWS.
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Agenda

e Cloud Ops-0 que €?

e Cloud Ops - Areas de soluc&o;

e Cloud Ops - Por qué?

e Recursos AWS que apoiam na governanca da cloud;

e Resumo.
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AWS Cloud Operations - Hype

A AWS fala sobre isso
Analistas falam sobre isso

Os clientes falam sobre isso

Analistas falam sobre isso

Os clientes falam sobre isso
A AWS fala sobre isso

Top 10 das solicitagdes de especialistas mais solicitadas;
18 clientes no palco do reinvent na trilha de Cloud Ops;

32 sessao do time de leadership mais visualizada no canal
do Youtube AWS.

Segunda maior trilha no re:Invent 2022;

110+ sessdes sobre Operagdes na Nuvem;

Keynote sobre “Transforme com as Operagdes em Nuvem
AWSI..]".

Cloud Ops crescimento de $15B 22 -> $31B 26 - IDC;
AWS Cloud Ops impacto de 241% ROI - Forrester;
2 sessdao com mais analistas presentes - AWS Analyst Summit.
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AWS Cloud Operations
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Cloud Financial Moniioring & Compliance & Operations
Cloud Management Observability Auditing Management

Governance




Cloud Ops - Por qué?
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How would yo describe

‘your cloud environment?
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SEJA QUAL FOR A JORNADA QUE VOCE ESTA FAZENDO,
VOCE PRECISA DE UMA BASIEL
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Planejando Ambiente AWS

A common starting point

& Staging

Complicated and
messy over time

“Grey” boundaries

Difficult to track
resources

Step on each other’s
toes
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Porque usar a Estratégia Multi Contas

Why using multiple AWS accounts?

when single account is no longer scalable for customers

I us-eas!
Prod VPC Il Prod VPC Il
) ; & (W) Tﬁ'
Non prod may impact prod = J & LB [E)
workload
F Sandbox VPC Marketing VPC

uswest2
E R&D F Data Lake F Security

& @

Complex policy due to @ i Q

variety of services in use
O & =

Prod Bucket Marketing Bucket Legal Bucket Prod Zone Dev Zone

2

AppDev Team A

o

Ops Team A

ya

Ops Team B

Contractor |

Complex billing structure
and operational support
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AWS Control Tower

Multi Account with AWS Control Tower

Organizational Unit (OU)

! Organization
oot

Management / Pay:

Service Control Policies (SCP)
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Control Tower Security OU
Management
account

&

Log archive
account
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Audit
account

=

Sandbox OU

o

Member
account
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AWS Control Tower - Landing Zone

Landing zone foundation of AWS Control Tower

Management account

AWS Control Tower AWS Organizations AWS IAM Identity
Center

AWS AWS Service Catalog Security OU Sandbox OU Identity Center
CloudFormation (AWS Control Tower directory
StackSets Account Factory)

Log Archive
account

Account baseline Account baseline Security cross-
account roles

&

Centralized AWS CloudTrail and Security Amazon
AWS Config logs notifications Config Aggregator




AWS Control Tower - Identidade centralizada, acessos,
logs e monitoramento

AWS Control Tower orchestrates AWS IAM Identity

Center centralize identity and access

®— AWS IAM Identity Center provides default directory for identity

o— AWS IAM Identity Center also allows federated access
management across all accounts in your organization

®— Preconfigured groups (such as AWS Control Tower administrators,
auditors and AWS Service Catalog end users)

o— Preconfigured permission sets (e.g., admin, read-only, write)

®— AWS IAM Identity Center integrates with third-party IDP

(Microsoft Azure AD, Ping, Okta)
IR G
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AWS Control Tower - Estabelecer controles

Control Tower Control Behaviors

Proactive contr

Granular S
AWS policies CloudFormation
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AWS Control Tower - Provisionamento de contas

automatizado

Provision Accounts with Account Factory

Account factory defaults

II

Network Network Network
baseline CIDR regions

2 e

Account
baseline

i

AWS Control Tower
applied controls

l

AWS Service New governed AWS account
Catalog automation

®

Service Catalog Network Account
baseline baseline



PONTOS IMPORTANTES

e |Importancia do Cloud Ops;
e Reflexao de como descrevemos nosso ambiente Cloud:;
e Como obter controles efetivos nas contas AWS;

e Como planejamos nossa estrutura de contas.
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CONFIGURE AS COISAS
CORRETAMENTE AGORA PARA
TER SUCESSO MAIS TARDE!

Solugdes em TI
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